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AgendaAgenda

• Introduction to RuleSpace

• Framing the debate

• Does content filtering work?

• RuleSpace data from the field

• Second generation solutions

• Issues for responsible deployment
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Introduction to RuleSpaceIntroduction to RuleSpace
• Technology vendor powering Parental Controls 

and Enterprise Filtering Applications
- Patented automatic filtering solution based on 

Machine Learning
- Our product is deployed in several ways

• Online Lookup Service and/or Embedded Software Toolkit

• Emerging as a leader in this business
- We have been selected by many of you here 

• Most successful ISPs, Portals, and Search Engines 

- Winner of 2001 Technology Excellence Award, PC 
Magazine
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Framing the DebateFraming the Debate
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Framing the Debate  Framing the Debate  
• The Children’s Internet Protection Act (CIPA) 

and the Neighborhood Internet Protection Act 
(NCIPA) went into effect on April 20, 2001 

• The laws place restrictions on the use of 
funding that is available through the Library 
Services and Technology Act, Title III of the 
Elementary and Secondary Education Act, and 
on the Universal Service discount program 
known as the E-rate (Public Law 106-554) 

• These restrictions take the form of 
requirements for Internet safety policies and 
technology which blocks or filters certain 
material from being accessed through the 
Internet
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Does Content Filtering Work?Does Content Filtering Work?
• Nunberg, Geoffery, The Internet Filter Farce, The 

American Prospect, January 1-15, 2001 

• Filtering architectures are fundamentally flawed
- Categories are too broad
- Filters don’t come close to human language capabilities
- Filters do not possess “Adult Judgment”

- Filters can not handle non-textual data? Images, Java Script etc.

• Web is not a place that lends itself to police sweeps
- Sites change frequently

- Enforcement is hard
• Owners are hard to find

• Pornographers roam outside of US legal jurisdiction 

- Pornographers game the systems
- Policing inhibits young people from seeking useful information
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Does Content Filtering Work?Does Content Filtering Work?
• Most vendors deploy Control Lists

- Overblocking and underblocking is rampant
- The Web is too big. Impossible to rate it all. 
- The Web changes too fast.  2M new pages everyday

• A few vendors dynamically filter with Keywords
- Overblocking is inevitable
- Really bad at Violence detection 

• Green Spaces
- Restrict to much valuable information

• Vendors are insensitive to privacy issues
- Keep logs and facilitate automatic notification 
- Attack those with an different agendas 

• Block anonymizers and critics
• Don’t make control lists available to the public

• Vendors misrepresent performance
- Measuring performance based on user traffic is misleading
- Randomly chosen addresses is only way to measure
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RuleSpace Data from the FieldRuleSpace Data from the Field
• On average we have ~1B hits per day on our 

deployed servers. This translates to  
approximately 100M pageviews per day.

• We receive on average 120 customer override 
requests per day
- Between 20-30 are URL ratings that need correction
- The rest violate our customers policies

• Every single day someone asks us to unblock playboy.com

• Since our service has been live, we have seen 
the parental controls opt-in rate double
- This is a strong testament to the performance of our 

service. If users don’t like it they can opt-out at 
anytime. They appear to be keeping it turned on. 
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Observations from the fieldObservations from the field
• Parental Controls has become a “Must Feature” for ISPs

- 2000: We don’t filter and proud of it
- 2001: Download a third party client side app from us
- 2002: We want to build it in and offer it as a service

• Customers accuracy expectations start at 100% and 
begrudgingly moves down from there
- Parental Controls customers 

• Happy with broad definitions
• Demand perfect sensitivity
• Will always trade overblocking for underblocking

- Enterprise Customers 
• A narrow category definitions
• Demand perfect Specificity
• Will never trade a overblock for underblock

• Most customers seem to only care about Pornography
- Yet they don’t want to be embarrassed by not having coverage in 

other categories
- They don’t criticize our performance on Alcohol or Tobacco for 

example
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• Customers fear a “Journal Event”

- The Wall Street Journal reports you failed to protect kids. Stock 
price is effected 

- Reporter evaluates your product by first turning filtering off. Uses 
several search engines and several different queries to locate 
inappropriate URLs.  Turns filtering back on and drops the URLs 
into your product. Measures your sensitivity

• RuleSpace end users would never experience this 
performance. Dynamic Rating would not allow the user to 
locate porn with a search engine

Categories RuleSpace SurfControl WebSense N2H2
All English 86% 52% 62% 47%
All Non English 72% 28% 43% 28%
Porn Only 95% 43% 79% 80%
Hate Only 62% 37% 47% 22%

The Reporter Test The Reporter Test -- SensitivitySensitivity

RuleSpace Proprietary
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Control Lists Control Lists –– “First Generation”“First Generation”

• Huberman – The Laws of the Web – Power 
Laws everywhere you look

• Top 50 properties get 90% of the traffic –
MediaMetrix

• If you have a control list that rates these 
properties correctly you should do well on the 
average. Easy to do with human editors

• It’s not so simple. It turns out these sites are 
the gateways to the web and generate dynamic 
content. The portals, search engines, and news 
services routinely serve up content 
inappropriate for kids.

• You have to rate it all dynamically.
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RuleSpace “Second Generation” RuleSpace “Second Generation” 

Alexa 
Archive

~35 dual-procs 
~30 TB of data

Neural
Network 
Raters

38 dual-proc boxes
700Mhz+ CPUs

Master 
Database

Customer
Overrides 
Database
Server

Sun E-220

OD 
Storage

Sun A1000
RAID

MDB
Backup

Network Appliance
Filer 760s

MDB
Server

Sun E-4500
8-proc, 6GB RAM

Forward Nodes (CNS Servers)

15 VA Linux dual-proc 866Mhz
2 GB RAM Puller/ Neural

Network Raters
(unknowns)

12 dual-proc
933Mhz Linux boxes

Directed Crawls,
DNS TLD Feeds,
Expiration/Recraw

An Adaptive Infrastructure with Extreme Vigilance

RuleSpace Proprietary
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Hate
3%

Mature Content
3%

Pornography
81%

Gambling
5%

Drugs
1%

Sex Education
2%

Tobacco
1%

Abortion
0%

Alcohol
2%Violence

0%

Weapons
2%

>1% >1%

8%

Inappropriate
Content

We Sweep the Entire Web Every 60 Days 

2,633,748 
Porn Sites

38,727,554 Sites
Currently Rated

3,235,532 

Clean
35,492,022 
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The Training Problem The Training Problem 

Inappropriate
Chinese Dutch English French German Japanese Portuguese Spanish Total

Alcohol 2,301 3,670 59,974 5,215 3,034 2,736 1,726 3,056 81,712
Drugs 131 1,495 15,689 3,248 5,522 1,856 457 1,131 29,529
Gambling 4,539 988 164,554 1,820 5,912 16,121 1,852 2,331 198,117
Hate 99 296 39,078 468 1,467 124 266 456 42,254
Mature Content 3,237 2,107 107,179 2,938 2,997 1,115 1,384 3,442 124,399
Porn 20,749 51,255 2,008,124 219,217 124,880 80,713 31,688 97,120 2,633,746
Sex Education 2,955 1,937 36,079 789 5,632 3,049 1,659 1,844 53,944
Tobacco 2,453 418 8,835 1,038 3,713 1,372 391 2,231 20,451
Violence 10 222 6,058 95 427 196 534 159 7,701
Weapons 1,429 567 26,944 1,530 3,450 7,778 279 1,702 43,679

37,903 62,955 2,472,514 236,358 157,034 115,060 40,236 113,472 3,235,532

Age-Specific Productivity

Abortion 13,295 Finance/Investing 26,403
Criminal Skills 1,456 Glamour 1,794
Cult 955 Job Search 11,311 23,106
Hacking 849 News 15,344 372,095
Lifestyles 4,628 Personals/Dating 10,199 3,235,532
Occult 1,923 Shopping 206,635 3,630,733 Total

23,106 Sports 32,970
Travel 67,439

372,095

RuleSpace Proprietary
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Capturing the ContextCapturing the Context
• Web Site Analysis

- Infers the category based on website organization

• Link Analysis 
- Induces category from links to previously categorized pages

• URL Analysis
- Scans the URL itself using learning machine technology

• Traffic Analysis
- Category chosen by “suggestions from” and “behavior of” 

users

• Web Authorities
- Asks other web experts how to assign the category label

• Human Analysis
- Hand grading of web content into categories
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Context Sensitive and Adaptive Context Sensitive and Adaptive 

Green
List

Red
List

MDB

•Language Detection
•Run Category models
•Pathological Pages
•Web Site Analysis
•Analyses Links in MDB
•Sexy URL detector

Network
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Data
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Link
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Categorization Affects PolicyCategorization Affects Policy
• Categorization implies policy: at its deepest 

level, a category is a policy in itself

• Categories create policies: defining a category 
establishes the depth and breadth of a policy. 

• Categories inform policies: a clearly defined 
category has an innate authority which 
undifferentiated content lacks; that authority 
colors its perception and use
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Defining Categories is MessyDefining Categories is Messy

Knives

Martial Arts 

Weaponry

Accessories

Guns

Ammunition

Swords

Gun Clubs

Second Amendment Rights

Hunting and Sport Shooting

Closely related sub-categories cluster
together to form a single content set;
the definition process draws boundaries
around the cluster

Extra-categorical content spaces
are ruled out during category definition
and excluded during training

Anti-Target
•Military History
•Second Amendment Debates
•Gun Control
•Related Journalism

Target Content
•Online sales
•Guns
•Knives
•Martial Arts Weaponry
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Policy and ResponsibilityPolicy and Responsibility
• What does responsible access really mean, and how 

should it be achieved?
- Does a filtering company stand in loco parentis 

for purposes of parental controls applications?
- What is Possible vs. Profitable
- It is clear that the needs of users are infinite and 

individual
• Bring categorization policies to the surface; too often 

the policies created by the behavior of a 
categorization or filtering product are concealed 
behind the rhetoric of proprietary information

• Categories change over time; managing drift is 
constant, not occasional: if left to themselves 
categories will begin to conflict with themselves and 
the policies they create will become unmanageable

• More users = more complex needs; system must be 
scalable and flexible
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Unblock Playboy.com? What’s the Context?Unblock Playboy.com? What’s the Context?

• I need the 1976 Jimmy Carter interview for my 
school project

• Playboy.com is our business partner

• I need to check our ad placement

• In our country, female nudity of the type found 
on Playboy.com is not considered 
pornographic

• I see more raunchy sex on HBO than I do on 
Playboy

• I am an investor in Playboy Enterprises (PLA -
traded on NYSE). I need to check on my 
investment  
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Looking ForwardLooking Forward
• We do not take full advantage of all of the 

available context 

• We pay too little attention to semantics; our 
shallow methods are at their limits for some 
categories like “hate mongering”

• Embrace Change, Close the Loop, and Learn
- Monitor categories
- Monitor users but respect their privacy
- Monitor the system; surprising things will come out
- If it’s not broken, fix it anyway: it will be broken 

sooner or later.
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